Drone Detection Ana
Neutralization System

General Specifications and System Architecture
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@ Detects the drone.
\/ % Defines the direction of the drone.
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(( )) Detects the frequency band
A used by drone.

433 -900 - 2400 - 5800 MHz
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| 6 Detects up to 8000 meters.
\
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Detects frequencies used by
remote control in the standard
bands.
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. / 2 -%- Sends the drone back to home or
\ / down it to the area where it is
catched.
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~ 360° protection against swarm
~ N
drone attacks.
@ Stationary, mobile and man-portable

versions are available.

Power-Sense Based Algorithm Design
Minimum 3.000 meters Operational
Range

Minimum 6° Direction Finding Accuracy
Library for Signal Identification both
Command Control and Drone Signals
433-2400-5800 MHz Pattern Recognition
and Drone Model Extraction

User defined Drone Model Library
including large number of Current Drone
Models

Jamming system

GPS-GLONASS spoofing

MIL grade

Vehicle mount- man portable

Battery operated low power
consumption
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*DF Antenna System

**Monitoring
Antenna

Signal Analysis Interface
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**RF Spectrum Monitoring and :
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**Jammer and GPS
Spoofing System

**Recevier and Computing Station

**Jammer Control Interface



Drone Detection and Defense System

Signal Detection And Identification DF System Jamming System

Are signals present at 433 Scan with DF Antenna Array Switch on GPS
MHz, 2.4 GHz ve 5.8 GHz? Switch On jammer .
Spoofing for GPS

for Control, Data L1-L2 and

link and GPS bands
Yes Is Drone signal Detected? GLONASS L1

Signal

Analysis/Wifi Dr;ne ilgnals Yes
Packed Analysis atabase Check if drone neutrolized
DF Algorithm based on Array

Antenna

Operator Direction Finding

If there are multiple
systems, location
triangulation

Is Drone signal
Detected?

Send Drone Type
and frequency
Data to Direction

Finder Algoritm Send direction and location

data to main system






